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Installation Best Practice

5. Create a new certificate. The name of the certificate must be the same as the name of the machine

which was gathered in step 2 having the current domain suffix (FQDN name of the IIS box).

In this case the certificate’s name would be “WIN-8YQWL7BZGMS.testdomain.com” since the

name of the machine is “WIN-8YQWL7BZGMS” and the name of the domain is
“testdomain.com”.

The key length of the certificate remains on the default value. The password can be set just as
desired.

#" safeGuard® Certificate

R EEE R EE
g::;idressbaak
‘- Trusted Root

# Create new certificate x|

(Please enter the suhject string for the new certificate
"WIN—BYQWL')‘BZGMS‘tesbdoma\n.com |

=10l x|

CMN=mso, OU=5Sophos SafeGuard® Officer Certificate

Please select the desired key length
" 1024 Bits

™ 4096 Eits

Please enter the password for the generated PKCS#12 file

3 |
Cancel |

6. After pressing OK save the cert and the p12 file to a destination that can be reached from the
machine which hosts the IIS.

Please read carefully

In case of using a PKI please create a certificate for the machine that is running the SafeGuard
Enterprise Server. The certificate’s name must be identical to the identity that is shown in the Internet

Information Service (IIS) Manager top node. Besides this the certificate must be issued to the machine
using the FQDN name of this machine.

In case only a certificate is created by a public PKI and no PKI infrastructure is available it is not
possible to use this certificate to secure the communication with SSL. Such a scenario would require to

set up a PKI infrastructure or to create a self- signed certificate which is described in section 3.1 of this
document.
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5.3 Configuring the SGNSRV web page to accept certificates

As soon as a valid certificate in order to use SSL is available it is possible to configure the SGNSRV web
page to accept a certificate secured connection. The required steps to do so are like this:

1. Open the Internet Information Services (IIS) Manager.
Click on the server name.

From the center menu, double-click the "Server Certificates" button in the "IIS" section center
pane.

3.
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4. From the Actions menu (on the right), select Import. This will open the Import Certificate
wizard.

Impott Certificate E2

Certificate File .pFax):

i [-]

Password:

¥ llow this certificate to be exported

oK I Cancel |

In the open dialog change the file extension to *.* and browse to the location where the .p12
and the .cer file are stored. Select the p12 file that was created before. In case that file

extensions are disabled please select the file with the description Personal information
Exchange”

Folders ~

File name: I j " plw A
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6. Once the certificate has been installed successfully on the server, you will need to assign that
certificate to the appropriate website using IIS.

From the "Connections" menu left hand side in the main Internet Information Services (IIS)
Manager window, select the name of the server on which the certificate was installed.

7. Under Sites, select the site to be secured with SSL.

8. From the Actions menu (on the right), select Bindings. This will open the Site Bindings

window.
nl~'EInternel: Information Services (IIS) Manager _|Of =
@k o | @ » wawWEBSRV » Sites b DefaulWebSte |8 = e -

File Wiew Help

g Default Web Site Home

ﬁ," I |}_ |&, 42! Explore
-4 Start Page — Edit Permissions. ..
- €5 WEKWEBSRY (MYDOMAIN\dga) Group by Area < B~ =
|2} Application Pools ASP.NET - Edit Site

= YocF o Wb Site \;‘@’: “ F \ )

D EBasic Settings...

®

9. In the Site Bindings window, click Add... This will open the Add Site Binding window.

Type | Host Mame | Port | IP address | Bind Add...
http 80 -

Edit. ..

Remove

1 | | ﬂ Brovse

il

Close

10. Under Type choose https. The IP address should be All Unassigned, and the Port over which
traffic will be secured by SSL is 443. The SSL certificate field should specify the certificate that
was installed before.

Type: IF address: Port:
Ihttps j IAII Unassigned j |4.43
Host name:

|

551 certificate:

WIN-8YQWL FBZGMS. testdomain, com
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11. Click OK.
skepnangs WK
Type | Host Name | Port | IP Address | Bind Add...
http 80 -

Remove |
4 | | ﬂ Browse |

Close |

The certificate is now installed, and the website configured to accept secure connections.

5.4 Deploying the certificate to the clients

The last step of this section is to deploy the certificate to the client as well since SSL would otherwise
not work.

There are multiple ways of assigning a certificate to a client. One way of doing the assignment is using a
Microsoft Group Policy. This is the way that will be described here. In case a different way of
distribution should be used please ensure that the certificate is stored in the Computer Certificate
Store.

So in order to assign the certificate to the client using the Active Directory group policy mechanism
perform the following steps.

Note: Ensure that the policy with the certificate deployment reaches all machines that should be
installed with SafeGuard Enterprise especially if these objects are not centrally stored in one single OU.

The detailed steps are:

1. Open the Group Policy Management console (Start > Run > Gpmc.msc).

2. Create a new group policy object.

3. Open the new GPO and browse to Computer Configuration > Windows settings > Security.
Settings > Public Key Policies > Trusted Root Certification Authorities.

4. Right click in the right hand pane window > Import
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5. Browse to the .cert and the p12 which was created to secure the communication > select the
.cert file.

Certificate Import Wizard x|

File to Import
Spedfy the file you want to import.

File name:

C:\Install files\WIN-8YQWL7BZGMS, testdomain. com. cer Browse... I

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)
Microsoft Serialized Certificate Store (55T)

Learn more about certificate file formats

< Back | Next = | Cancel |

6. By default the certificate will be located at the right place on the client.

Certificate Import Wizard x|

Certificate Store

Certificate stores are swstem areas where certificates are kept,

‘\Windows can automatically select a certificate store, o wou can specify a location For

£ automatically select the certificate store based on the bype of certificate

% Place all certificates in the Follawing stors:

Certificate store:

Trusted Root Certification Authorities Browse, .. |
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7. Having completed this successfully the GPO will look like this:

l' Group Policy Management Editor

File Action View Help

=10l

o M)

|8 | o= HE

= || Policies
-
=

=

HEEBEEKBEER

o @

_: Default Domain Policy [WIN-8YQWL7BZGMS. t &
[= & Computer Configuration

Software Settings

Windows Settings

= Scripts (Startup/Shutdown)
El i;l Security Settings

j::] Account Policies

j Local Policies

j Event Log

Zof Wired Network (IEEE 802

;l.ﬂ Wireless Network (IEEE 81

IssuedTo =

| Issued By | Expiration Date

| nte

4 Restricted Groups
4 System Services
1 Registry

4 File System

| Windows Firewall with Ad:
| Metwork List Manager Pali

| Public Key Policies
"| Encrypting File Syster
| Automatic Certificate
| Trusted Root Certifice—

_EJWIN—BYQWL?EZGMS.Esbdomain. e WIN-S8YQWLTBZGMS. testdomain. com 31.03.2015

8. Browse back to the Public Key Policies node > right click on Certificate Services Client - Auto-
Enrollment in the right hand pane > Properties.

Filz  Action

Yiew  Help

l' Group Policy Management Editor

e | 7EE=HE

=
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_: 35L [ZkaRPAYM. MyDomain.net] Policy
[ i Computer Configuration
= || Policies

Software Settings
Windows Settings
= Scripks {StartupShutdown

=] Security Settings

Account Policies

ﬁ Local Policies

Ewent Log

A Restricted Groups

A System Services

A Reqistry

A File System

| ired Metwork (IEEE 802.3) Pc

| Windows Firewall with &dvance
j Mebwark, List Manager Palicies

:ug Wireless Metwark {IEEE 802,11

= [ Public Key Policies

HEHEMHEB®BEH

Ohbject Tvpe

| Encrypting File System

~| Automatic Certificate Request Settings

| Trusted Ronot Certification autharities

~| Enterprise Trust

| Inkermediate Certification Authorities

| Trusted Publishers

| Untrusted Certificates

| Trusted People
f,qJCertiFicate Path Yalidation Jettings
Certificate Services Client - Auto-Enrollment

Help
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9. Activate the automatic enrollment of certificates. This will ensure that every client receives the
required policy.

Certificate Services Client - Auto-Enrollment Properties

Define Policy Settings

Enroll user and computer certificates automatically

Configuration Model: Enabled -

[ Renew expired certificates, update pending certificates, and remove
revoked certificates

[ Update certificates that use certificate templates
™| Expiration notification

Show expiry notifications when the percentage of remaining certificate
liFetime is

10 _:I %

Learn mare about Aukomatic certificate management

K I Cancel Apply

10. Apply the changes and close the snap-in.

The configuration of the SafeGuard Enterprise back end is now completed!

The next step is to proceed with the installation of the client.
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6. Installing the SafeGuard Enterprise Client

As soon as the back end is running the deployment and installation of the SafeGuard Enterprise client
can begin.

The installation of the SafeGuard Enterprise client is straight forward. However, there are some things
that should be considered such as preparation tasks prior to the installation. Although these steps are
only optional we highly recommend following these steps to ensure a smooth implementation.

The SafeGuard Enterprise Client can be installed on different kinds of hardware and on different
operating systems. A full list of all operating systems supported and the minimum system requirements
can be found in the Release Notes which is part of the product CD.

Besides this there is a list of hardware which has been tested successfully or which is already known to
need a POA hot key to function properly. Further details about SafeGuard Enterprise POA hot keys
can be found in our knowledge base under http://www.sophos.com/support/ > please use SGN POA hot
key or SGN hardware as search expression. Reading these articles is highly recommended before
starting the installation of the SafeGuard Enterprise client.

This example will use a Windows 7 (32 bit) machine to demonstrate the installation.

6.1 Quick installation reference

Check that the certificate has reached the client.

Prepare the operating system using chkdsk /f /v /x and defrag.

Install the SafeGuard Client package including the latest hardware compatibility list.
Create a new client configuration package.

Install the client configuration package.

First reboot and user initialization .

A N

6.2 Checking the certificate arrival on the client

In order to check if the certificate was distributed correctly please take these actions.

The certificate must be assigned to the computer and not to the user. The certificate file must be
available in the Certificate Store of Microsoft under Trusted Root Certification Authorities (in case of
having a PKI running this is not required).

In order to do so please follow these steps on the client:

1. Log on to the machine using an administrative account.
2. Click Start > Run > mmc.
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In the Consolel window, click the File menu and then click the Add/Remove Snap-in
command.
‘7 Conzolel - [Contole Root]

i Eie Ackon View Favgites Window Hep =18 x|

4= Hew ChileM

—  Open. Cuk0

3 Save kS [
Save fs. There ae no kems 1o show in this view
Add/Remove Snap-n.. Chilehd
Options...

1 C:\Program Files\.. \MS1S4 MSC
2 CNWIND DWW \envarived s

Egt

In the Add/Remove Snap-in dialog box select Certificates in the left hand pane and click the
Add button in the center afterwards.

Add or Remove Snap-ins @

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n Vendor |+ [ Conscle Root Edit Extensions. ..
] ActiveX Control Microsoft Cor...

Auﬂmrizaﬁnn Manager Microsoft Cor...
Iﬁ Microsoft Cor...
. Component Services  Microsoft Cor... Mave Up
;é‘ Computer Managem... Microsaft Cor...
éDewce Manager Microsoft Cor... | |
=F Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
“IFolder Microsoft Cor...
= Group Palicy Object ... Microsoft Cor...
.g IP Security Monitor Wicrosoft Cor...
.g TP Security Policy M...  Microsoft Cor...

% Link to Web Address  Microsoft Cor... T

Description:

m

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.
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6. Select Local computer: (the computer this console is running on) on the Select Computer
page. Click Finish.
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7. Click OK in the Add Standalone Snap-in dialog box.

Ad

d or Remove Snap-ins

‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns:

Snap-in Vendor m
=] ActiveX Contral Microsoft Cor...
Auihorizaﬁon Manager Microsoft Cor...
¥ Certificates Microsoft Cor... |z

“é‘ Computer Managem...
=g Device Manager

=4 Disk Management

@ Event Viewer

= Group Palicy Object ...
.g IP Security Monitor
&, 1p security Policy M...

s Component Services  Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft and. ..
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

_|Folder

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

(=] Link to Web Address

Description:

=

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Selected snap-ins:
1 Console Roat Edit Extensions. ..
Iﬁl Certificates {Local Computer)
Remove
Advanced...

8. In the left pane click Console Root > Certificates (Local Computer) > Trusted Root
Certification Authorities > Certificates.
9. Check in the right hand pane if the certificate which was created before is showing up.

Consolel - [Conscle Rooth Certificates (Local Computer)i Trusted Root Certification Authorities)\ Certificates]

File Action

View

Favaorites

Window Help

&% 2B olc=HE

| Conscle Root

K]

F

4 @ Certificates (Local Compu

| Perzcnal
| Trusted Root Certificat
°| Certificates

K

K]

K]

K

_| Enterprise Trust

| Intermediate Certificati
| Trusted Publishers

| Untrusted Certificates
| Third-Party Root Certif
| Trusted People

Iszued To

[ Class 3 Public Primary Certificat..,
[5:1Class 3 Public Primary Certificat...
5] Copyright () 1997 Micresoft C...
QMichstt Authenticodeitm] Ro...

ElMicrosoft Root Authaority

ElMicrosoft Root Certificate Auth...
[5INO LIABILITY ACCERTED, (c)o7 ..

Thawte Timestamping CA

Issued By

Class 3 Public Primary Certificatic...
Class 3 Public Primary Certificatio...

Copyright () 1997 Microseft Corp.

Microsoft Authenticode(tm)} Root...

Microsoft Root Authority

Microsoft Root Certificate Authari..,

MO LIABILITY ACCEPTED, ()37 V...

Thawte Timestamping CA

S WIN-8YQWLTBZGMS.luigi.de

WIN-8YQWLTBZGMS. luigi.de |

In case the certificate appears this step is completed.

Note: If the certificate does not appear take these steps:

a. Start >run > gpupdate /force > a Windows command box will come up.
b. Wait until the box has closed and perform the above steps again starting at 1.
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8. Legal notices

Copyright © 1996 - 2011 Sophos Group. All rights reserved. SafeGuard is a registered trademark of
Sophos Group.

Sophos is a registered trademark of Sophos Limited, Sophos Group and Utimaco Safeware AG, as
applicable. All other product and company names mentioned are trademarks or registered trademarks
of their respective owners.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form
or by any means, electronic, mechanical, photocopying, recording or otherwise unless you are either a
valid licensee where the documentation can be reproduced in accordance with the licence terms or you
otherwise have the prior permission in writing of the copyright owner.
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