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0BConfiguring Microsoft ISA Server 2004 as a Proxy 

2BOverview 
This document provides detailed information about the process necessary to configure the Microsoft®  ISA Server 
2004 to act as a proxy for the Sophos Compliance Application Server. The ISA Server acts as a proxy for inbound 
connections to the Compliance Application Server for both management and Sophos Compliance Agent access, 
and as outbound proxy for the Compliance Application Server when it is retrieving Microsoft OS patch definition 
updates from the Sophos update server. 
Note: When you make any changes to the ISA Server, you need to save the changes by clicking the Apply button 
that appears on the top of the Management Console page. In some cases, you may need to restart the ISA Server 
service. 

Considerations 
The configuration process of the Microsoft ISA Server to act as a proxy for the Compliance Application Server 
depends on the following prerequisites: 
▪ Microsoft ISA Server 2004 Standard Edition or Enterprise Edition has been installed with the default 

configuration and no configuration changes have been made. 
▪ The Microsoft ISA Server has been configured with both an internal and external network interface and each 

interface has been connected to the network. 
▪ The Compliance Application Server is on the internal side of the ISA Server. 
▪ A valid SSL Certificate signed by a trusted authority is installed on the server that will host ISA through the 

Certificates snap-in. More information on this topic is in the Microsoft Knowledge Base Article 324167. 

1BConfiguring Microsoft ISA Server 2004 

3BConfiguring a Web Listener 
By default, ISA Server 2004 does not listen for incoming requests, so you must configure a Web listener to publish 
the Sophos Web site. 

 
1. In the ISA Server console, select Firewall Policy for the computer node, the name of your ISA Server that is 

going to accept the incoming connection, and then select Network Objects on the Toolbox tab. 
2. Right-click the Web Listeners folder, and then select New Web Listener to open the New Web Listener 

Definition Wizard. 
3. Type a Web listener name, and then click Next. 
4. On the IP Addresses panel, select External network from the Listen for request from these networks list 

box, and then click Next. 
5. Select the Enable HTTP and Enable SSL check boxes. 
6. Click Select to select a certificate. 
7. Select the certificate, click OK, and then click Next. 
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8. Click Finish to complete adding the Web listener. 
9. Click Apply above the Firewall Policy tab to save the changes. 

4BConfiguring a Secure Web Server Publishing Rule 
1. In the ISA Server console, right-click Firewall Policy for the computer node and from the New menu, select 

Secure Web Server Publishing Rule. 
2. Type an SSL Web publishing rule name, and then click Next. 
3. In the Publishing Mode window, select SSL Bridging, and then click Next. 
4. Click the Allow option button in the Select Rule Action window, and then click Next. 
5. Click the “Secure connection to clients” option button on the Bridging Mode window, and then click Next. 
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6. Type the public name of the Compliance Application Server in the Computer name field, and then click Next. 
Note: This computer name must match the fully qualified domain name on the SSL Certificate selected in step 
7 of the Configuring a Web Listener procedure. 

 
 

7. Select This domain name from the Accept requests for list box, type the fully qualified domain name in the 
Public name field, and then click Next. 
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8. Select the Web listener you created, and then click Next. 

 
 
9. Add the users that can access the site on the User Sets window, and then click Next.  

Note: The default is all users, but this default can be adjusted as appropriate. 
10. Click Finish to complete the creation of the SSL Web publishing rule. 
11. Click Apply above the Firewall Policy tab to save the changes. 

5BConfiguring ISA Server to Proxy Requests from Sophos 
By default, the Compliance Application Server will retrieve Microsoft OS patch definition updates from the Sophos 
hosted Web site. To permit proper retrieval of these updates, you should configure the ISA Server to proxy all such 
requests from the Compliance Application Server to the Sophos hosted Web site. The Compliance Application 
Server automatically downloads new OS patch information every 24 hours as a scheduled task, and it needs to be 
able to reach the download site through the ISA firewall. 
 
1. In the ISA Server console, right-click on Firewall Policy for the computer node and from the New menu, select 

Access Rule. 
2. Type an access rule name, and then click Next. 
3. Click the Allow option button in the Rule Action window, and then click Next. 
4. Select Selected Protocols from the list box, and click Add. 
5. Add HTTP and HTTPS in the Add Protocols window under the Web folder, and then click Close. 
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Note: HTTP and HTTPS display as allowed protocols. 

 
6. Click Next. 
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7. Click Add on the Access Rule Sources window to display the Add Network Entities window. 

 
 

8. From the New menu, select Computer to add a new computer network entity. 
9. Type the name and the IP address of the Compliance Application Server, and then click OK. 
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10. Select the server you added, click Add, and then click Close to add this computer to the Access Rule Sources. 

 
 

Note: The Compliance Application Server displays in the list of sources. 

 
 

11. Click Next. 
12. Click Add on the Access Rule Destinations window to display the Add Network Entities window. 
13. From the new Menu, select Domain Name Set to add a new domain name network entity. 
14. Type a name for the domain name set element, and then click New. 
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15. Type update.Sophos.net as the domain, and then click OK. 

 
 

16. Select the update.Sophos.net domain name, click Add, and then click Close to add this domain to the Access 
Rule Destinations. 
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Note: The patch definition update server displays in the list of destinations. 

 
 

 
17. Click Next. 
18. Click Next to accept the User Sets default setting. 
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19. Click Finish to complete the New Access Rule wizard. 

 
 

20. Click Apply above the Firewall Policy tab, to save the changes.  
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